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The present application is to be rejected for the following ground. 
If there is any opinion against the ground, a written opinion is to 
be presented within 60 days after the issue date of this notice. 



The invention according to the following claims of the present 
application can be easily conceived by those skilled in the art in 
the technological field of the invention before filing the application 
based on the invention disclosed in the following publication 
distributed before the filing date of the present application in Japan 
or abroad. Therefore, the invention is not patentable pursuant to 
the provision of Article 29, section 2 of the Japanese Patent Law.. 
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Citation 4: Example of storing not only IDs but also grouping 
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No ground of rejection has been detected up to the present time 
on the inventions according to the claims other than those pointed 
out in this notice of rejection. 

A ground of rejection is reported when it is newly detected. 

When any amendment is made, care is to be exercised to make it 
within the scope of the items described in the specifications or 
drawings of the present application, and the ground of the amendment 
is to be stated in the written opinion by clearly pointing out the 
related descriptions in the specifications or drawings in the filed 
application. 



Record of the search result on the documents of the prior art technology 
•Field searched IPC 7th version 

G06K17/00 

G07F 7/08 

The record of the search result on the documents of the prior 
art technology does not configure a ground of rejection. 
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Translation of Referfinrp 1 ( JP-A-10-18782 6) 

(54) Title of Invention: FORGED CARD USE PREVENTING" METHOD, CARD 
READER/ WRITER, AND FORGED CARD USE PREVENTING SYSTEM 
(57) Abstract: 

PROBLEM TO BE SOLVED: To make difficult the use of a forged card without 
performing any realtime communication with center equipment and any 
high-level enciphering inside the card. 

SOLUTION: When an IC card is used, an ID retrieving means 122 of card 
reader/writer investigates whether the ID of card is registered on 
a black list stored in a storage device 130 or not and when that ID 
is registered, it is discriminated as a forged card. Besides, 
certifying means 123 communicates with the card to certify the card 
and when the card is not certified, it is discriminated as a forged 
card. Communicating means 124 performs non-realtime communication 
with center equipment, transmits card information to the center 
equipment and receives the ID to be added to the black list from the 
center equipment. 
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[Claims ] 
[Claim 1] 

A forged card use preventing method for preventing unauthorized 
use of a card, comprising: 

transmitting card information such as an ID and a use history, 
etc. obtained from a card by a card reader/writer to center equipment 
in non-realtime, evaluating a progress of a use history of a card by 
center equipment, detecting an ID of a card containing logical 
inconsistency as a black ID, and transmitting the black ID to the card 
reader/writer, thereby sequentially updating the black list held by 
the card reader/writer; and 

the card reader/writer detecting an unauthorized card after 
comparing the card ID with an ID on a black list when a card 'is used, 
and identifying through communication with the card, whether or not 
the card is authorized, 
[Claim 2] 

A card reader/writer having a function of preventing unauthorized 
use of a card, comprising: 

a control signal interface for performing communications with 
an external device for providing a service for a user of a card; 

a card interface for performing communications with a card; 

a communicating device for performing communications with center 
equipment; 

a storage device for storing a black list containing an ID of 
a forged card transmitted from the center equipment; 

card information input/output means for reading card information 
such as an ID, a use history, etc. stored on a card through the card 
interface, storing the read information in said storage device, 
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rewriting the card information based on a predetermined procedure, 
and writing the rewritten card information to the card through said 
card interface; 

ID retrieving means for checking whether or not. the ID of the 
card is written in the black list stored in said storage device, and, 
if the ID is detected, issuing a control signal indicating a forged 
card to said control signal interface; 

certifying means for certifying a card by performing 
communications with the card through said card interface, and, if the 
card is not certified, transmitting a control signal indicating the 
forged card to said control signal interface; and 

communicating means for performing communications with a center 
through- said communicating device in non-realtime, transmitting card 
information stored in said storage device to a center, and receiving 
an ID to be added from the center to the black list. 
[Claim 3] 

A forged card use preventing system for preventing unauthorized 
use of a card, comprising: 

center equipment, and a plurality of card readers/writers 
connected to an external device for providing a service for a user 
of a card and the center equipment as communicable with each other, 
wherein : 

said card reader/writer comprises: 

a control signal interface for performing communications with 
said external device; 

a card interface for performing communications with a card; 
a storage device; 
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a communicating device for performing communications with said 
center equipment ; 

card information input/output means for reading card 
information such as an ID, a use history, et.c. stored on a card through 
the card interface, storing the read information in said storage device, 
rewriting card information based on a predetermined procedure, and 
writing the rewritten card information to the card through said card 
interface; 

ID retrieving means for checking whether or not the ID of the 
card is written in the black list stored in said storage device, and, 
if the ID is detected, issuing a control signal indicating a forged 
card to said control signal interface; 

certifying means for certifying a card by performing 
communications with the card through said card interface, and, if the 
card is not certified, transmitting a control signal indicating the 
forged card to said control signal interface; and 

communicating means for performing communications with a 
center through said communicating device in non-realtime, 
transmitting card information stored in said storage device to a center, 
and receiving an ID to be added from the center to the black list, 
said center equipment comprises: 

a communicating device for performing communications with said 
card reader/writer; 

a storage device; 

new history sorting means for rearranging a use history of a 
newly used card stored in said storage device in an ID order; 

merging means for merging a new history with an old history 
by adding a use history of a newly used card sorted by said new history 
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sorting means to a use history of a card stored in said storage device 
and used before; 

inconsistency detecting means for evaluating a progress of a 
use history of a card to which a use history is added, checking whether 
or not logical inconsistency is detected, and, if inconsistency is 
detected, registering an ID of the card on a master black list stored 
in said storage device; and 

communicating means for performing communications with said 
card reader/writer through said communicating device in non-realtime, 
receiving card information from said card reader/writer and storing 
the information in said storage device, and transmitting an ID newly 
registered on said master black list to said card reader/writer, and 
said card comprises: 

an interface for performing communications with said card 
reader/writer; 

a storage device; 

a card information transmitting means for transmitting card 
information such as an ID, a use history, etc. stored in said storage 
device to said card reader/writer through said interface; 

card information receiving means for receiving new card 
information from said card reader/writer through said interface, and 
writing the information to said storage device; and 

certifying means for certifying a card by performing 
communications with said card reader/writer through said interface. 
[Claim 4] 

The forged card use preventing system according to claim 3, 
wherein 

said certifying means of said card reader/writer comprises: 
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enciphering means for enciphering an input card ID based on 
an input enciphering key K, and outputting enciphered text; 

random number generating means for generating a random number 

r ; 

means for transmitting the generated random number r to a card, 
and receiving output x of a corresponding card; 

a selector for selecting a bit string in a position specified 
by the generated random number r from enciphered text output by the 
enciphering means and outputting the selected bit string; and 

a comparator for comparing output of the selector with the 
output x .of a card; and 

said certifying means comprises memory in which data is written 
in' advance, uses a random number r transmitted by said card 
reader/writer as an address of said memory, and transmits data output 
x of corresponding memory to said card reader/writer. 
[Claim 5] 

The forged card use preventing system according to claim 4, 
further comprising a card signature device comprising: a card 
interface for performing communications with a card; and means for 
enciphering the card ID read from a card to be signed through said 
card interface based on the card ID and a separately input enciphering 
key, wherein enciphered text obtained by encipherment is written to 
said memory of a card to be signed through said card interface. 
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[Detailed Explanation of the Invention] 
[0001] 

[Field of the Invention in Industry] 

The present invention relates to a technology of preventing 
unauthorized use by forging an IC card for use in making a payment 
and for identification. 
[0002] 
[Prior Art] 

In our daily life, as it is well-known, a magnetic card and an 
IC card are widely used as a substitute for cash and an identification 
card. These cards are frequently used by inserting "into a public phone, 
an automatic gate, an automatic telling machine, etc. without help 
of a sales person of a store, etc. In such use of the cards, a card 
can be easily forged by electrically replicating the data of a card 
on another card without replicating a card with precision . Therefore, 
a number of malicious users who forge cards and intend to illegally 
make profits come one after another. 
[0003] 

In this situation, relating to a credit card, the card information 
such as the ID, the term of a card, the name of the owner of a card, 
a use history, etc. is registered and inquired about in the center. 
An ID refers to a unique number assigned in advance to a card. With 
the above-mentioned configuration, once the ID of a forged card is 
registered in the center, the forged card cannot be used any more. 
The method of thus preventing the unauthorized use of a card is 
disclosed by, for example, JP-A-3-25568 . 
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[0004] 

Furthermore, relating to a credit card, data obtained by 
enciphering card information such as an ID, etc. is. recorded on a card 
using an enciphering key known only to a card company. Thus., nobody 
but a staff of a card company can illegally issue a card assigned a 
new ID. Such a preventing method is disclosed by, for example, 
JP-A-01-262886 and JP-A-62-188070 . 
[0005] 

A card can be forged by replicating the same card as an authorized 
card, rewriting the card of an authorized card to enhance the value 
of the original card (falsification in a narrow sense), producing a 
card with a new ID (forgery in a narrow sense) . In the following case, 
unless otherwise specified, all illegal related action is referred 
to as forgery. 
[0006] 

Certification refers to the technology of identifying whether 
or not a card is an authorized card by performing communications with 
the card. Encipherment refers to converting data (plain text) to 
other data (enciphered text) using an enciphering key, and plain text 
cannot be easily conceived from enciphered text, or the enciphering 
key cannot be easily conceived using the enciphered text and the plain 
text. The certification and the encipherment are explained in detail 
by, for example, Tsujii, Kasahara, et al "Encipherment and Information 
Security" published by Shokodo in 1990. 
[0007] 

[Problems to be Solved by the Invention] 

There is the problem with the method of detecting the use of a 
forged card that a card system used in paying a small amount, not to 
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mention about a credit card, cannot be applied due to the 
communications cost required by providing a center and inquiring about 
the use history of a card. Additionally, there is the problem that, 
as in the card system used in paying a fare which is to be processed 
in a short time, the communications with a center cannot be performed 
because it takes not a short time. 
[0008] 

Although the conventional method of enciphering an ID of a card 
and recording it can prevent a forger from freely selecting an ID, 
but cannot prevent a forger from forging a card. Therefore, it cannot 
avoid unauthorized use. 
[0009] 

Furthermore, since the method of preventing unauthorized use of 
a card only by certification requires a complicated process for 
encipherment and arithmetic operations on multi-digit integers, it 
is difficult to perform a high-speed process using an 8-bit 
microcomputer loaded onto an ID card. 
[0010] 

The present invention has been developed to solve the above- 
mentioned problems and aims at providing a forged card use preventing 
technology capable of performing a high-speed process at a low 
operation cost. 
[0011] 

[Means for Solving the Problems] 

The present invention is a method for preventing use of a forged 
card, and includes: transmitting card information such as an ID and 
a use history, etc. obtained from a card (2 shown in Figure 13) by 
a card reader/writer (1 shown in Figure 13) to center equipment (3 
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shown in Figure 13) in non-realtime, evaluating a progress of a use 
history of a card by center equipment, detecting an ID of a card 
containing logical inconsistency as a black ID, and transmitting the 
black ID to the card reader/writer, thereby sequentially updating the 
black list held by the card reader/writer; and the card reader/writer 
detecting an unauthorized card after comparing the card ID with an 
ID on a black list when a card is used, and identifying whether or 
not the card has been authorized through communication with the card 
whether or not the card is authorized. 
[0012] 

A card reader/writer according to the present invention having 
a function of preventing unauthorized use of a card, includes: a 
control . signal interface (110 shown in Figure 1) for performing 
communications with an external device (4 shown in Figure 13) for 
providing a service for a user of a card; a card interface (140 shown 
in Figure 1 ) for performing communications with a card; a communicating 
device (150 shown in Figure 1) for performing communications with 
center equipment; a storage device (130 shown in Figure 1) for storing 
a black list containing an ID of a forged card transmitted from the 
center equipment; card information input/output means (121 shown in 
Figure 1) for reading card information such as an ID, a use history, 
etc. stored on a card through the card interface, storing the read 
information in the storage device, rewriting the card information 
based on a predetermined procedure, and writing the rewritten card 
information to the card through the card interface; ID retrieving means 
(122 shown in Figure 1) for checking whether or not the ID of the card 
is written in the black list stored in the storage device, and, if 
the ID is detected, issuing a control signal indicating a forged card 
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to the control signal interface; certifying means (123 shown in Figure 
1) for certifying a card by performing communications with the card 
through the card interface, and, if the card is not' certified, 
transmitting a control signal indicating the forged card to the control 
signal interface; and communicating means (124 shown in Figure 1) for 
performing communications with a center through the communicat ing 
device in non-realtime, transmitting card information stored in the 
storage device to a center, and receiving an ID to be added from the 
center to the black list. 
[0013] 

The present invention is also a system for preventing use of a 
forged card, and includes: center equipment (3 shown in Figure 13), 
and a plurality of card readers/writers (1 shown in Figure 13) 
connected to an external device (4 shown in Figure 13) for providing 
a service for a user of a card (2 shown in Figure 13) and the center 
equipment as communicable with each other. The card reader/writer 
includes: a control signal interface (110 shown in Figure 1) for 
performing communications with the external device; a card interface 
(140 shown in Figure 1) for performing communications with a card; 
a storage device (130 shown in Figure 1) ; a communicating device (150 
shown in Figure 1) for performing communications with the center 
equipment; card information input/output means (121 shown in Figure 
1) for reading card information such as an ID, a use history, etc. 
stored on a card through the card interface, storing the read 
information in the storage device, rewriting card information based 
on a predetermined procedure, and writing the rewritten card 
information to the card through the card interface; ID retrieving means 
(122 shown in Figure 1) for checking whether or not the ID of the card 
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is written in the black list stored in the storage device, and, if 
the ID is detected, issuing a control signal indicating a forged card 
to the control signal interface; certifying means (123 "shown in Figure 
1) for certifying a card by performing communications with the. .card 
through the card interface, and, if the card is not certified, 
transmitting a control signal indicating the forged card to the control 
signal interface; and communicating means (124 shown in Figure 1) for 
performing communicat ions with a center through the communicating 
device in non-realtime, transmitting card information stored in the 
storage device to a center, and receiving an ID to be added from the 
center to the black list. The center equipment includes: a 
communicating device (650 shown in Figure 6) for performing 
communications with the card reader/writer; a storage device (630 
shown in Figure 6); new history sorting means (621 shown in Figure 
6) for rearranging a use history of a newly used card stored in the 
storage device in an ID order; merging means (622 shown in Figure 6) 
for merging a new history with an old history by adding a use history 
of a newly used card sorted by the new history sorting means to a use 
history of a card stored in the storage device and used before; 
inconsistency detecting means (623 shown in Figure 6) for evaluating 
a progress of a use history of a card to which a use history is added, 
checking whether or not logical inconsistency is detected, and, if 
inconsistency is detected, registering an ID of the card on a master 
black list stored in the storage device; and communicating means (624 
shown in Figure 6) for performing communications with the card 
reader/writer through the communicating device in non-realtime, 
receiving card information from the card reader/writer and storing 
the information in the storage device, and transmitting an ID newly 
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registered on the master black list to the card reader/writer. The 
card includes: an interface (410 shown in Figure 4) for performing 
communications with the card reader/writer; a storage device (430 
shown in Figure 4) ; a card information transmitting means (421 shown 
in Figure 4) for transmitting card information such as an ID, a use 
history, etc. stored in the storage device to the card reader/writer 
through the interface; card information receiving means (422 shown 
in Figure 4) for receiving new card information from the card 
reader/writer through the interface, and writing the information to 
the storage device; and certifying means (423 shown in Figure 4) for 
certifying a card by performing communications with the card 
reader/writer through the interface. 
[0014] ■ 

The certifying means of the card reader/writer includes: 
enciphering means (1102 shown in Figure 11) for enciphering an input 
card ID based on an input enciphering key K, and outputting enciphered 
text; random number generating means (1101 shown in Figure 11) for 
generating a random number r; means (1107 and 1108 shown in Figure 
11) for transmitting the generated random number r to a card, and 
receiving output x of a corresponding card; a selector (1103 shown 
in Figure 11) for selecting a bit string in a position specified by 
the generated random number r from enciphered text output by the 
enciphering means and outputting the selected bit string; and a 
comparator (1104 shown in Figure 11) for comparing output of the 
selector with the output x of a card. The certifying means includes 
memory (1002 shown in Figure 10) in which data is written in advance, 
uses a random number r transmitted by the card reader/writer as an 



- 13 - 



address of the memory, and transmits data output x of corresponding 
memory to the card reader/writer. 
[0015] 

.The system further includes a card signature device including: 
a card interface (1202 shown in Figure 12) for performing 
communications with a card; and means (1201 shown in Figure 12) for 
enciphering the card ID read from a card to be signed through the card 
interface based on the card ID and a separately input enciphering key 
K, wherein enciphered text obtained by encipherment is written to the 
memory of a card to be signed through the card interface. 
[0016] 
[Operation] 

The conventional forged card use preventing technology has been 
designed to aim at detecting without fail the use of a forged card. 
However, to detect without fail the use of a forged card inevitably 
increases the cost of preventing the unauthorized use, and prolongs 
the time required in detecting the unauthorized use. Then, the 
present invention has changed the idea and aimed at detecting the use 
of a forged card at a higher probability. In a case where a large 
amount of money is paid in one- transaction using a -credit card, etc., 
there is the possibility that a user of a forged card purchases a number 
of expensive goods and then flees somewhere. Therefore, the use of 
a forged card has to be detected without fail. However, in a system 
where the amount of payment per transaction is small (a prepaid system 
for a street bus, subway, etc.), it is not necessary to detect each 
use of a forged card without fail because a user of this type of forged 
card has to frequently use the forged card to make a large profit from 
it. Therefore, a forged card has to be detected once in some times 
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of unauthorized use of a forged card so that the forged card is detected 
someday. Furthermore, in a system for arresting a user of a forged 
card (for example, a system of paying a fare using a card) , the loss 
in the past due to the use of the forged card can be covered by collecting 
the penalty from a user. It is obvious that the unauthorized use of 
a forged card can be overlooked at" a high probability if the use of 
a forged card cannot be detected without fail. For example/ when a 
malicious authorized user illegally increases the balance of his or 
her prepaid card, the card can be illegally used" one or several times . 
However, in such cases, the loss due to the use of a forged card is 
very small, and the profit of the manager of "the card system is not 
badly damaged even though the unauthorized use cannot be detected. 
Furthermore, although it may not psychologically tolerable to 
probably overlook the unauthorized use of a forged card, the important 
object is to minimize the total amount of the "cost of preventing 
unauthorized use" and the "loss produced by use of a forged card" rather 
than to minimize only the "loss due to use of a forged card" without 
considering the "cost of preventing unauthorized use" with the profits 
of the manager of the card system taken into account. Therefore, if 
-the "cost of preventing unauthorized use" can be largely reduced 
according to the present invention, the above-mentioned overlook can 
be economically admitted. 
[0017] 

Then, according to the present invention, first in the 
unauthorized use preventing system using a center, the description 
standard is lowered. That is, according to the card reader/writer 
of the present invention, the communications are not performed with 
the center equipment each time a card is input, but it is checked 
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whether or not the ID of the input card is registered on the black 
list stored in the storage device of the card reader/writer, and a 
forged card is determined if the ID is detected on the black list. 
The card reader/writer transmits card information such as the ID of 
the card, the use history, etc. to the center equipment. The 
transmission to the card reader/writer can be performed each time a 
card is input to the card reader/writer, at predetermined time 
intervals, when a predetermined amount of card information is 
accumulated, or when the center equipment communicates with the card 
reader/writer. When the communications cost is large, the ID and the 
use history of only a part of cards can be transmitted without 
transmitting the IDs and the use histories of all cards. Then, the 
center equipment determines whether or not a forged card has been used 
according to the card information about the ID and the use history 
of a card transmitted from the card reader/writer. If a forged card 
is detected, the ID of the forged card is registered on the master 
black list of the center equipment . The center equipment periodically 
communicates with the card reader/writer, transmits a new ID added 
to the master black list from the previous communication up to the 
current point, and registers the black list. Thus, since it is not 
necessary to perform communications between the center equipment and 
the card reader/writer in realtime, the communications cost can be 
reduced, and the time required in determining the unauthorized use 
can be shortened. In the above-mentioned process, it is obvious that 
the unauthorized use of a forged card can be overlooked until the ID 
of the forged card is registered on the black list of the card 
reader/writer. However, if the amount of one transaction of the card 
is small, and the interval of the update time of a black list is not 
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longer, the loss due to the unauthorized use of a forged card can be 

reduced to a tolerable extent. 

[0018] 

The above-mentioned "unauthorized use preventing method using 
a center" has no sufficient preventive effect, and if a large number 
of forged cards are used, severe economical damage occurs and it 
becomes difficult to correctly manage the card system. In the present 
invention, since a black list of the card reader/writer are not 
instantaneously updated, a card forger can taps the communications 
between an authorized card and the card reader/writer, generates a 
forged card according to the card information obtained by the tapping, 
and uses the forged card. In the card system using a non-contact IC 
card, forgery can be easily performed through tapping. It is certain 
that the forged card can be used as an authorized card only until. the 
black list is updated. However, therefore, the card forger obtains 
a large number of IDs to produce a large number of forged cards. When 
the forged cards are used and the IDs are registered on the black list 
of the card reader/writer, a number of authorized cards cannot be used. 
If there are a large number of IDs maliciously used by a card forger, 
authorized cards are frequently determined as forged cards. 
Therefore, the function of the card system may become paralyzed. The 
"unauthorized use preventing method using a center" has not been 
practically used, which may be due to the above-mentioned reasons. 
[0019] 

Then, the present invention uses the "unauthorized use preventing 
method using certification" in addition to the above-mentioned 
"unauthorized use preventing method using a center" to detect the 
unauthorized use of a forged card. Using the certification apparently 
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disables economy and an effect of preventing unauthorized use to work 
together first because the current certifying technology can make 
unauthorized use difficult, and an certifying method with an effect 
of preventing unauthorized use does not require an additional use of 
a center, and second because a certifying method capable of easily 
realizing a device for use with the method goes well with economy, 
but the detecting technology seems to have no effect of preventing 
unauthorized use. However, according to the present invention, it 
is only necessary to detect the unauthorized use of a forged card by 
certification in a short time until the black list of the card 
reader/writer is updated, and the unauthorized use of a forged card 
has to be detected at a higher probability because of above reasons. 
Therefore, a concise certifying method can be used. 
[0020] 

[Embodiments of the Invention] 

Then, the embodiments of the present invention are described 
below in detail. 
[0021] 

Figure 13 shows the entire configuration showing an example of 
a forged card use preventing system according to the-present invention. 
The forged card use preventing system is configured by a plurality 
of card readers/writers 1 and center equipment 3 capable of 
communicating with the plurality of card readers/writers 1 by cable 
or wireless. The reference numeral 2 designates a card, and the 
reference numeral 4 designates an external device (for example, a 
vending machine, an automatic gate, etc.) for providing a service for 
a user of the card 2. 
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[0022] 

In the forged card use preventing system according to the present 
embodiment, the card information such as an ID, a use history, etc. 
obtained from the card 2 by each card reader/writer 1 is transmitted 
to the center equipment 3 in non-realtime, the center equipment 3 
evaluates the progress of the use history of the card, detects the 
ID of a card containing logical inconsistency as a black ID, and 
transmits it to the card reader/writer 1, thereby sequentially 
updating the black list held by each card reader /writer 1. The use 
history in the card information contains the information (for example, 
the number assigned to each card reader/writer, etc.) for 
determination of a card use date and place, a used amount of money, 
etc. When the card 2 is used, each card reader/writer 1 detects an 
unauthorized card by comparing the ID of the card with the ID on the 
black list, and certifies for identifying whether or not the card is 
an authorized card by communication with the card 2. When a forged 
card is determined, a control signal is output to the external device 
4 to prevent unauthorized use by a forged card by performing a process 
of rejecting the card, and issuing a warning by the external device 
4. 

[0023] 

Described below are examples of the configurations of the card 
reader/writer" 1, the card 2, and the center equipment 3. 
[0024] 

Figure 1 is a block diagram showing the basic configuration of 
the embodiment of the card reader/writer. The card reader/writer of 
the embodiment is configured by the control signal interface 
(hereinafter referred to as a control signal IF for short) 110, the 
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data processing device 120, the storage device 130, the card interface 
(hereinafter referred to as a card IF for short) 140, and the 
communicating device 150. 
[0025] 

The control signal IF 110 is a circuit for communication between 
an external device for providing a service for a user of a card such 
as a vending machine, an automatic gate, etc. and the data processing 
device 120. The card IF 140 is a circuit for communications between 
a card and the data processing device 120. The storage device 130 
is configured by random access memory and read only memory (hereinafter 
referred to as ROM) , stores the data output by the data processing 
device 120, and provides the stored data in the data processing device 
120. The communicating device 150 performs communications between 
the center and the data processing device 120. 
[0026] 

The data processing device 120 is configured by a microprocessor, 
and controls the entire card reader/writer at an instruction written 
in ROM in advance. That is, in the data processing device 120, the 
card information input/output means 121 for reading information such 
as an ID and a use history stored in a card through the card IF 140, 
storing the read information in the storage device 130, rewriting the 
use history about the card information according to the information 
such as the fare, the current date and time, etc. provided through 
the control signal IF 110 from the device for providing a service for 
a user of a card such as a vending machine, an automatic gate, etc. 
as necessary, and writing the rewritten data to the card through the 
card IF 140; an ID retrieving means 122 for checking whether or not 
the ID of the card is detected in the black list stored in the storage 
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device 130, and, if it is detected, transmitting to the control signal 
IF 110 a control signal indicating that the card is a forged card; 
the certifying means 123 for certifying a card by communicating with 
a card through the card IF 140, and transmitting a' control signal 
indicating a forged card to the control signal IF 110 if the card is 
not certified; and the communicating means 124 for communicating with 
the center through the communicating device 150, transmitting the card 
information stored in the storage device 130 to the center, receiving 
an ID to be added to the black list from the center, and adding it 
to the black list are realized by the instruction written in the ROM 
in advance. 
[0027] 

Figure 2 is a flowchart for explanation of the operation of 
detecting a forged card in the operations of the card reader/writer 
shown in Figure 1 . In Figure 2, when the card IF 140 provides a control 
signal indicating that a card has been input for the data processing 
device 120, the data processing device 120 first reads the information 
such as an ID, a use history, etc. stored in the card through the card 
IF 140, stores the information in the storage device 130, rewrites 
the card information as necessary according to the information such 
as the fare, etc. provided from the operation of providing a service 
for a user of a card such as the vending machine, automatic gate, etc. , 
and writes the rewritten data to the card through the card IF 140 (201 ) . 
Then, the ID retrieving means 122 checks whether or not the ID of the 
card is detected on the black list stored in the storage device 130 
(202). If it is detected, control is passed to the procedure 206 . 
Otherwise, control is passed to the procedure 204 (203) 
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[0028] 

In the procedure 204, the data processing device 120 certifies 
the card through communications with the card through the card IF 140 
using the certifying means. 123. If the card is not certified, then 
control is passed to the procedure 206. Otherwise, the process 
terminates (205) . On the other hand, in the procedure 206, the data 
processing device 120 transmits a control signal indicating a forged 
card to the control signal IF 110, thereby terminating the process. 
[0029] 

Figure 3 is a flowchart for explanation of the operation relating 
to the communications with the center in the operations of the card 
reader/writer shown in Figure 1. In Figure 3, when the communicating 
device 150 provides a control signal indicating that communications 
from the center have been received for the data processing device 120, 
the data processing device 120 communicates with the center through 
the communicating device 150 using the communicating means 124, 
transmits the card information stored in the storage device 130 to 
the center (301 ) , and erases the card information stored in the storage 
device 130 (302) . Then, it receives the ID to be added to the black 
list from the center (303), registers the received" ID in the black 
list stored in the storage device 130 (304) , thereby terminating the 
process . 
[0030] 

Figure 4 is a block diagram showing the basic configuration of 
the embodiment of a card. The embodiment of the card is configured 
by an interface (hereinafter referred to as an IF for short) 410, a 
data processing device 420, and a storage device 430. 
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[0031] 

The IF 410 is a circuit for communications between the card and 
the card reader /writer . The storage device 430 is configured by 
randpm access memory and ROM, stores the data output by the data 
processing device 420, and provides the stored data in the data 
processing device 420. 
[0032] 

The data processing device 420 is configured by a microprocessor, 
and controls the card at an instruction written in advance in the ROM. 
That is, the data processing device 420 is realized as a card 
information transmitting means 421 for transmitting the information 
such as an ID, a use history, etc. stored in the storage device 430 
to the card reader/writer through the IF 410, a card information 
receiving means 422 for receiving new card information from the card 
reader/writer through the IF 410 and writing the information to the 
storage device 430, and a certifying means 423 for certifying a card 
by performing communications with the card reader/writer through the 
IF 410 by an instruction written in advance in the ROM. The 
certification is described later in detail, but the certifying means 
423 according to the present embodiment does not require complicated 
process. Therefore, the data processing device 420 can be realized 
by an 8-bit low performance microprocessor. 
[0033] 

Figure 5 is a flowchart for explanation of the operation of a 
card shown in Figure 4. In Figure 5, when a control signal requiring 
communications is provided from the card reader/writer through the 
IF 410 to the data processing device 420, the data processing device 
420 allows the card information transmitting means 421 to transmit 
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the information such as an ID, a use history, etc. stored in the storage 
device 430 to the card reader/writer through the IF 410 (501) , receives 
new card information from the card reader/writer through the IF 410 
using the card information receiving means 422, and writes it to the 
storage device 430 (502) . Then, the certifying means 423 certifies 
a card by communications with the card reader/writer through the IF 
410 (503), thereby terminating the process. The certifying method 
is described later in detail, but the certification in the procedure 
503 corresponding to but not the same as the certification in the 
procedure 204 shown in Figure 2 in the card reader/writer. 
[0034] 

Figure 6 is a block diagram of the function showing the basic 
configuration of the embodiment of the center equipment. The center 
equipment according to the embodiment is configured by a data 
processing device 620, a storage device 630, and a communications 
device 650. 
[0035] 

The storage device 630 is configured by random access memory, 
and ROM, stores data output by the data processing device 620, and 
provides the stored data for the data processing device 620. The 
communications device 650 performs communications between the data 
processing device 620 and the card reader/writer. 
[0036] 

The data processing device 620 is configured by a microprocessor, 
and controls the center equipment at an instruction written to the 
ROM in advance. That is, the data processing device 620 comprises 
a new history sorting means 621 for rearranging the use history of 
a newly used card stored in the 630, merging means 622 for merging 
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a new history and an old history for adding a use history of a newly 
used card to a use history of cards used in the past and stored in 
the storage device 630, inconsistency, detecting means 623 for 
evaluating the progress of the use history of cards for the cards whose 
use history is added, checking whether or not logical inconsistency 
exists, and, if inconsistency is detected, registering the ID of the 
card in the master black list stored in the storage device 630, and 
communications means 624 for communicating with the card 
reader/writer through the communications device 650, receiving card 
information from the card reader/writer, storing it in the storage 
device 630, and transmitting a newly registered ID (black ID) on the 
master black list to the card reader/writer, which are realized at 
instructions written in advance in the ROM. 
[0037] 

Figure 7 is a flowchart for explanation of the operation relating 
to the detection of a forged card in the operations of the center 
equipment shown in Figure 6. In Figure 7, the data processing device 
620 first rearranges the use history of newly used cards stored in 
the storage device 630 in an ID order using the new history sorting 
means 621 (701) . Then, the merging means 622 for merging a new history 
and an old history adds a use history of a newly used card to the use 
history of cards used in the past and stored in the storage device 
630 (702) . Then, the inconsistency detecting means 623 evaluates the 
progress of the use history about the card on which the process in 
the procedure 703 has not been performed, checks whether or not logical 
inconsistency exists (703), passing control to the procedure 705 if 
inconsistency is detected, and passing control to the procedure 706 
if inconsistency is not detected (704). Logical inconsistency can 
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be, for example, using cards having the same IDs at substantially the 
same time in different places (different card reader/writers), etc. 
[0038] 

Then, in the procedure 705, the ID of a card in which inconsistency 
is detected is registered in the master black list stored in the storage 
device 630 (705) , and control is passed to the procedure 706. In the 
procedure 706, it is checked whether or not the procedure 703 has been 
performed on all cards whose use history has been added. If the 
procedure 703 has been performed on all cards whose use histories have 
been added, then control is terminated and otherwise passed to the 
procedure 703. 
[0039] 

Figure 8 is a flowchart for explanation of the operation relating 
to the communications with the card reader/writer in the operations 
of the center equipment shown in Figure 6. In Figure 8, the data 
processing device 620 first starts communications with the card 
reader/writer through the communications device 650 using the 
communications means 624 (801), then receives the card information 
about a newly used card from the card reader/writer (802) , transmits 
a black ID newly registered in the master black list to card 
readers/writers (803) , checks whether or not the communications with 
all card readers/writers have been performed. If the communications 
with all card readers/writers have been completed, the process is 
terminated. Otherwise, a new card reader/writer is selected, and 
control is passed to the procedure 801 (804) . 
[0040] 

Described below is the certification performed between the card 
reader/writer and a card. 
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[0041] 

Figure 9 is a chart of the sequence of the certifying method used 
in the certifying means 123 of the card reader/writer shown in Figure 
1 and the certifying means 423 of a card shown in Figure 4. In Figure 
9, first, the card reader/writer generates a random number r (901), 
and transmits the random number r to a card i (902) . The i refers 
to the ID of the card. The card i receives a random number r from 
the card reader/writer (902) , obtains output x acquired by inputting 
the random number r to a function SI (903), and transmits x to the 
card reader/writer (904) . The card reader/writer receives x (904), 
inputs the random number r to the function SI, compares the obtained 
output with x (905) . If they match, it is determined that the card 
of the partner is an authorized card. Otherwise, it is determined 
that the card of the partner is a forged card. The function SI is 
a function unique to the card I, and the card I has the function SI 
only. The card reader/writer has the function Si of the card I for 
all i. 
[0042] 

Figure 10 is a block diagram showing an example of the 
configuration of the cert if ying means 423 shown in Figure 4. In the 
present invention, it is only necessary to detect a forged card at 
a predetermined probability, but it is not necessary to find 
unauthorized use every time it is "made. Therefore, the number the 
input/output bit of the function Si can be reduced. In the embodiment 
shown in Figure 10, relating to the function Si, an 8-bit random number 
r transmitted from the card reader/writer is input to the function 
Si 1002 through the input terminal 1001, and the 8-bit output x output 
to the output terminal 1003 is transmitted to the card reader/writer. 
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Since the number of input/output bits of the function Si is only 8 
bits, the function Si 1002 can be configured by only a 256-byte (1 
byte = 8 bits) ROM (once-writable ROM) . That is, the 256-byte function 
Si is held in the ROM, an 8-bit random number r is used as an address, 
and the corresponding 8-bit output of the ROM is assumed to be x . 
[0043] 

Figure 11 is a block diagram showing the configuration example 
of the certifying means 123 in the card reader/writer shown in Figure 
1. In Figure 11, the cipher function 1102 ciphers a card ID 
(hereinafter referred to as i) input from the input terminal 1105 based 
on the enciphering key K provided from the input terminal 1106, and 
provides the obtained 256-byte enciphered text (as described later, 
when a card is an authorized card, the enciphered text is written to 
the ROM of the card I by the card reader/writer) for the selector 1103. 
The random number generator 1101 generates an 8-bit random number r, 
transmits the random number r to the card through the output terminal 
1107 and also to the selector 1103. Depending on the random number 
r, the selector 1103 selects 1 byte from among the 256 bytes output 
by the cipher function 1102, and provides the selected byte for the 
comparator 1104. The x transmitted from the card is provided for the 
other input terminal of the comparator 1104 through the input terminal 

1108. Then, the comparator 1104 compares the output of the selector 
1103 with x, and outputs the comparison result from the output terminal 

1109. When the comparator 1104 detects .a matching result, the 
corresponding card is determined to be an authorized card. As 
described above, when the certifying means 123 is realized in the card 
reader/writer, it is not necessary to store the contents (contents 
of function Si) of the ROM of all cards in the card reader/writer. 
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[0044] 

Figure 12 is a block diagram showing the embodiment of the card 
signature device for writing the function Si (1002 shown in Figure 
10) in the ROM of the card. In Figure 12, when a card to which a card 
ID is written in advance is inserted into the card interface 
(hereinafter referred to as an IF) 1202, the card ID is read through 
the card IF 1202, and the read card ID is provided for the cipher 
function 1201. The cipher function 1201 is a ciphering device 
equivalent to the cipher function 1102, ciphers the card ID based on 
the enciphering key K (equivalent to the enciphering key K added to 
the input terminal "1 1 06 shown in Figure 11) provided from the input 
terminal 1203, and writes the obtained 256-byte enciphered text to 
the ROM forming the function Si of the card through the card IF 1202 
(1102 shown in Figure 10) . 
[0045] 

In the above-mentioned embodiment, the once writable ROM is used 
as ROM configuring the function Si (1002 shown in Figure 10) of the 
card, but any memory can be used as long as the written contents can 
be stored. Additionally, in the above-mentioned embodiment, the 
method of configuring a cipher function is not described above, but 
the method of configuring a cipher function is not directly related 
to the present invention. Therefore, any cipher function can be used. 
A private key ciphering can be used, or if necessary, a public key 
ciphering can be used. A feedback shift register can also be used. 
When a cipher function is configured by a feedback shift register, 
for example, the initial status of the feedback shift register is 
defined as a card ID using the coefficient of the feedback shift 
register as a ciphering key, and the enciphered text is defined as 
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the output of the feedback shift register. Furthermore, in the 
above-mentioned embodiment, the enciphering key K provided for the 
cipher function is fixed, but the enciphering key K can be periodically 
changed. 
[0046] 

In the above-mentioned embodiment, the card information about 
all used cards is transmitted to the center equipment, but when there 
is a small possibility of a forged card, only the card information 
about a selected part of cards can be transmitted to reduce the 
information to be transmitted to the center equipment. For example, 
only when a predetermined value is used for a hash value of a card 
ID, card information is transmitted. In this case, all the cards are 
not checked, but only a part of cards are extracted for check. When 
one forger produces forged cards using a number of IDs, this method 
effectively works to detect the forged cards. 
[0047] 

[Effect of the Invention] 

The first effect is to reduce the communications cost because, 
in the conventional unauthorized use preventing system using a center, 
the IDs of all cards and the use histories are transmitted in realtime 
from a terminal to a center, and the determination results are to be 
received from the center as to whether or not the card is authorized. 
However, according to the present invention, the copy of the master 
black list of the center equipment is held by the card reader/writer, 
and when a forged card is detected using a black list, it is not 
necessary to communicate data with the center equipment in realtime. 
Furthermore, as necessary, the amount of data to be transmitted can 
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be reduced by transmitting the IDs and the use histories of a part 

of cards. 

[0048] 

The second effect. is to reduce the device cost because, according 
to the present invention, card certification is employed to 
interpolate the detection of a forged card using a black list. Since 
the certifying means is simple, it is not necessary to use a complicated 
ciphering system in communications between a card and a card 
reader/writer and certification. Since the present invention 
requires certification of a card, it is not applicable to a magnetic 
card. That is, according to the present invention, only a card system 
using an IC card can be applicable. However, unlike the other card 
systems, the present invention can have the effect of preventing 
unauthorized use using a common inexpensive IC card loaded only with 
8-bit microprocessor without using a dedicated expensive IC card 
loaded with a certification ciphering circuit. Therefore, now that 
the cost of an IC card has been reduced, the problem of the cost can 
be substantially ignored. Especially, in a system of paying a fare 
using a non-touch type IC card, the problem of the cost can be mostly 
ignored because of the microprocessor and the' circuit for 
communications loaded into the cards. 
[0049] 

The third effect is to possibly perform a high-speed process 
because, as described above, it is not necessary to use a complicated 
ciphering system requiring a long processing time, or to communicate 
with the center equipment in realtime. 
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[0050] 

The fourth effect is to have high probability of detecting a 
forged card because there are some possible methods of "nullifying the 
unauthorized card use preventing technology of the present invention 
and using a forged card as described below, but any of the methods 
can not be easily realized. The first attack method is to prepare 
replicas of a plurality of cards by a forger to appropriately use 
depending on time. If all users of forged cards use specified forged 
cards at a specified time, and once-used cards are never used again, 
then a card manager cannot prevent the use of the forged cards even 
when the unauthorized cards are detected and the IDs of the cards are 
added to the black lists. However, since the forgers of the forged 
cards have to prepare a large number of authorized cards, it is 
difficult to make profits in the above-mentioned manner . Even if the 
forgers can sell a large number of forged cards, there is a strong 
possibility that the sales of the forged cards is revealed, and 
careless user and the mistake in using the forged cards prevent the 
forged cards from being used as scheduled at a predetermined time, 
thereby disabling a large number of forged cards to be successfully 
used. Therefore, if a black list is updated at appropriate time 
intervals, the attack method is not effective at all. The second 
attack method is to use a large number of forged cards to overflow 
a master black list or black lists and prevent the operation of the 
forged card use preventing method. However, at present, a storage 
device of a large capacity can be obtained at a low cost, and since 
the master black list and black lists are the lists containing IDs 
only, an enormous number of IDs over the number of the forged cards 
can be easily stored. Therefore, so far as the storage devices of 
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the card reader /writer and the center equipment are appropriately 
selected, the attack cannot successfully work. 
[Brief Description of the Drawings] 

Figure 1 is a block diagram showing the basic configuration of 
the embodiment of the card reader/writer; 

Figure 2 is a flowchart for explanation of the operation relating 
to the detection of a forged card in the operations of the card 
reader/writer; 

Figure 3 is a flowchart for explanation of the operation relating 
to the communications with the center in the operations of the card 
reader /writer; 

Figure 4 is a block diagram showing the basic configuration of 
an embodiment of a card; 

Figure 5 is a flowchart for explanation of the operation of a 

card; 

Figure 6 is a block diagram showing the basic configuration of 
an embodiment of the center equipment; 

Figure 7 is a flowchart for explanation of the operation relating 
to the detection of a forged card in the operations of the center 
equipment; 

Figure 8 is a flowchart for explanation of the operation relating 

to the communications with the card reader/writer in the operations 

of the center equipments- 
Figure 9 is a sequence chart for explanation of the certifying 

method using the certifying means of the card reader/writer and using 

the certifying means of a cards- 
Figure 10 is a block diagram showing an example of the 

configuration of the certifying means of a card; 
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Figure 11 is a block diagram showing an example of the 
configuration of the certifying means in the card reader/writer; 

Figure 12 is a block diagram showing an. embodiment of the card 
signature device; and 

Figure 13 shows the entire configuration shoring an example of 
the forged card use preventing system according to the present 
invention. 

[Description of Symbols] 

1 ... card reader/writer 

2 ... card 

3 ... center equipment 

4 ... external device 

110 ... control signal interface 

120, 420, 620 . . . data processing device 

130, 430, 630 ... storage device 

140, 1202 ... card interface 

150, 650 . . . communicating device 

410 . . . interface 

1002 . . . function Si 

1101 ... random number generator 

1102, 1201 . . . cipher function 

1103 . . . selector 

1104 ... comparator 
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J- 120 



I 



130 



(2) 



ttffl¥ 1 0- 1 8 7 8 2 6 



*— Fgffiim&giWlzX-DTli-YfrbWmLtz ID^ 

i&mmmt£t:<D # - k t»?H u tvu* ^ a -t > * 21 

BKiSfiU -tr>>^gtCiDV''T*- K©(£fflJSJg©ltt 

tx. fi-rmMm&%im.<DGkttth75vt'<)xh* 

*-b-OIDt77^^'J^ h4>©I D tWtfc^tCi-o 
T^IEfc*- K&tftUi-rSfcttC, *— F£©jl 

ft t «fc o T * © * - K aWE ®.(D « © *>S A>£ iffig'J -r £ I? 

ii^ff *> z t ztmt 1-s dig*- K«fflK±*at. 

73- F©{gffl^£#bT^-hf7x£tS{&TS^SI5^Bi: 

©jifg^ff a tz&>oM\mm^-i 7 1-^ 

Ht©il{f SrfTdfcfe©*- K-f >*7x— 7s i:, 
-fe > * &B ©iffiflS: tf o fc «>©iIfI$£B t , 

bubBA-K-Y >^7i-7^UA- h*£IBfis£ftT 
^3 I D^fflMffi^if©*— Htf$SS:Rjc^moTHUB3 

Ktt?S£i|f]!3#— >^7i-^^LTA- Ktc* 

a— h© 1 D*5g5iageti^aici3m^fLTc>5 7 r ^ y 7 

^&miI3SiJWI^-'f >*7 i— ^{cilttS-TS I DtfcSfcfi 

Hu83iIfs&B&3> bT-fe 'J -f AT-jffifl b 

T\ ^>7tiiyl3§Bm^B£I3tS£ix;'c7J- Ktfl«fci5 

t% 1 d z&m-f zmn^mt ^figx. s c t &&mt t 



ffif&USMi: ©iSfSSrfTa fctt©tf]fflHg*>f 7 x 

*-Ffc©j5fl£fT-5 ifctt©*— F-f >^7i-xt v 
iB1A£B£x 

bu 13-b > * SIB t ©ilft £f? -5 fc #>©3ffi{lSSB £ , 
hub3* - F -f > 7 7 £ ?> bT * - F Ic^tS^ tit 
^i, I D-^fi-fflMfig^if©*- F««ftK*BloT8llE 
ISttilBtc Kttf ?> t i: *» tc> T» »t>i» £ ixfc #IH 1 1, 

10 t-i^xji- vmn*m%\&z.x, «§^^?>tifc*- 

7J- K© I DAs^ul3l3^S^a{>:s3ts^nTV^i) 7*7 -y^ 

*- KA«ttJa*— KT-feSC i:S^1-feto©$iJWff 
^^HUaBfriiJffllfl^-l' >^7i-7vlC^tB-T5 I D&55?^ 

Si;, 

20 *— H^iS*— N*T-feSC:i;$:^-rfc4?)©SiJ®ff 

9SfiaiB»J»{g*'f >*7:iL-*{C)£tfc^3iSfiE#S 

Tv -b>^{Ci|rig3131©^a{cl3m^nt*-h*t»$R$:iI 

H!iB3-t>^^Btt, 

mi §3* - K ^«ii^a t ©iflUf -5 fc »© ilflJSB 

so S3iS^Bi:, 

tel3tt^a{c|3IS?nT^-2>rr b <ffi^nfcA- K©{£ 

h3 IBsBtS^B lz sBfia ^ hT v % S Ji &ib ix fc * - K © 

KffibfitA- K©(£ffl^E&i§iDT?)Sr^Si:IB® 

U t) b^ffl* s t^!±J^nfe?>, ^©*-H©ID5r, bU 
<o gBBBtt^BSclBfsjSftTt^v;*^ — 7"5 htc 

HJjlBjSfl^B^TrUTHuSB*— K^JSii^Bt^yT' 
;u^^f Atcififf bT. mil3*- h'Wmm&gimfrbli- 

h-mmzgm^xffimzfei&miz&m-rziitbiz* m 

buI3*- KSclSttii^ai:©P^©31fi£?f otztb<D-i > 
^7i-7,t 
so sBim^Bt. 
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1 0- 1 8 7 8 2 6 

4 



HtilRSrSulB-f 7 i-*£:f}-LTiiu§3# — 

- v mmm&gim & e> sfg u x m ne ibiis m m iz m t & tr 

£ £ ft®. 1 1 5 * - K &m m Jh *> * r A „ 
[8ii*J.S 4 ] «5§B*— h-fl^l«ji«il©s.?.IiE^©tt, 

ftfcSLgfe r T-JiJg £ tl S tig© K v h f»J fcSW? LT Hi ft 
U * * © tUft i: # - H ©fiygBiilft x £ ItlSf 5 MM 
itulBft— ^©iSSE^fgtt, 

LTs *ftfc#j&1-3iiii§E**y©^— *ffiftx&HuS3 

*- Ki«a«iiss«t:is«r * c: t *«a» 

[If5)<il5] Ki:©5I{I£fr -5fc«>©ft— b'-r > 

g£# — K-f >*7x— ^^LTi^ 
ft*— h*a>£s^jM,£*— K I D tS'J&Aft^xfcng 
■9^t*)hr3v>TB;jlB*- h' I Dfcng^b-fSf^fc^ 

-T i> IS^il 4 §3«E©GIM* - K fi| ffl m± i> X t- A . 
[0 0 0 1] 

[0 0 0 2] 

©fttt£LTi&<ttJa;*ftTiri&. ciifc©*— KH\ 

•5«c{^bn^* s ^h.5ffl^T-tt, *- KOt»J5«tifiK* 
ffii§L&<Tfc. *- KO^-^fcgiJ©*— KtSfrfflij 

&j§*- K«rSliiLT^iEJc*iJ^&ft«t -pi:-^^ 



[0 0 03] fCT, hft- KT-BU -fe>*tC 

*- K© I D^SaRHB-^Bf^S^^ffifflflUSttt:®* 

iDtit ■?fi-?'n©*-Htc : ?»i!i»3aTe»ixfc*- 

KlfOMOCtTffeS. C©J:^K-rtitt, &3I* 

- k© iD4i-it>*tsssnnii. *©{&>!*- 

h'A s (£;t fc<& -©£?&*— K©TIEfc($fl!£P;5 
Jtl-Stf&fcUttt, tfl;L0:t$&H¥3 -2 5 5 6 8^& 
SICiBffli© *»©*«*) 5. 
io 10 0 0 4] St, i/ Visv hiJ— KT-tt, *-K^tt 

LMn^&vMig^sif i d t* © ii — vmm&m^ibi, 
xmt>tiz : r-$*ti-viz%m?zz.iiti i ftt>tix\<-> 

tzo C©<t-5lc-m(S, A-HMWi't-CDt^SfLlM 
D &J4fO*- H £^2Et£&ff 1-4 C i: A S T- < 3&4. 
COJ;?%i±^t LTli, i^i¥l-2 6 2 
8 8 6?&ft*>ttmP36 2- 1 8 8 0 7 09&«lcK« 
©*j©* s fc2>o 
[0 0 0 5] * - K©{&it£«U mm<Dj}— Kfc 

so #tfe*T*— K©«fc&:*$ <f St.©-^ (KStCtt^ 

mtw&) s rruvM D^i#o*-K^^ji-rs*.©* s 

[0006] m&tiZs *>-v tmmT&ztiz 
i^t, *©*-H*«iEa©*>©ips*»fciw]-rafiEii5 

nf-fe) ^SU©^-^ (Dg^hn^) t^i-s*© 
*^**>e»BB^tt/i»$St«l^"Ct«tv^J:-5«t*tt©c 
fi*»c» 1 9 9 0^lc%ff$nfcj±#, SBif PDg^i: 
[0 0 0 7] 

— K©ttfflJHJK*lfflv>^b*4c:fct» K©ffi 
'J^SH©^fc^''^cfl1^^e,^^5*— h* i'^^Alztt, iifin 

^ h ±©rp^M* s $) s (Dx-mm x-gtt^t^? Fsmftb-? 
feu, 3<3i*4^©5:&v>tfflV'>e>ixi)*— Ki^^^A© 

to jioizmmrsx-mmisWix&tebti^fi— k->^^a 

[0 0 0 8] ii— K© I D§ng^bUTl3^1-S 
B&lfSfc©©. *~ K*a«LT«a*- KtKifi-*-* 

[0 0 0 9] St, 8giIt«toT©**— KO^iE^fil 



a > fa t K««af 4 c: i: ttfflliT* * t v ^ B3 
to 0 1 0] *»WH:, tt±©IHffljai£»lfeU 33>ffl=i 

[0 0 1 1] 

GMfcBSlt-f SSSsfcfc'^T* *— KSHMI&8B (El 
1301) tioTA-K (0 1 3 ©2) A^IRf^Lfe 

I D-^fSfflras^tro*- KtitfRfcll^JT;!/*^ Act 

>*£SB (H13CD3) K&flU ■fe>^KBC*t^T 
*— K©<£fflflUE©4t&&ffili IxTttSW&iPJfiftStr 

* — K©IDfc:75y»I DfcbTtfttiJLTA— KRJR 

•assBtiSfs-racfcTN *-kkwi«&«b©«js 

*— KSfeSJtfci&SBKiJ^T, *©*-KCDIDi:77 
\y£ 'J* h#©I DfcOttSKt: .fc-oT^jEfc*— Kfctft 
Hie, *-K4:©aet:«toT*©* — 

tO 0 1 2] 4fc» *— K©=PiE«tffifflftlS6ifr*«lffi 
fe**-**$Ma©*- KMUMl&&Btt* * — KOttffl 
#fc»UT-9— t^ftJS«-J-S^ffl«B (11304) 
i:©ilfs$:fT-5feto©$iJfflIfg^-i' >^7i— ^ (031© 
110) *—F4:©ifi{I&fT-5 £«>©*— 
7^-* (HI© 14 0) fc % -fe>*£lilfc©3ffi{l£fT 
?fc«>©ii{I3?B (SI© 15 0) fc, BjlB-fe>^^g 

% 75 y * 'J * h &8Btt-*-£8Btt$EB (H1O130) 

nx^-s. i D^ffiffliMt©*- Kwai&ntottior 

*— K*H?£iiu83#— K-f >^7i-^^bT*- K 
fc#Siitr*-H««Am**S (H10121) fc, 

* - K© I Djb«ii3IB8B»«Bt:g3«*iiTV^77y ^ 

A - Hj^ftJS*- KT-fcSCfc£^1-fcto©»fl 
*&8illBiW»fi*-f >*7^-;*lc5£iiS1-£ I Dj»*# 
a (BHCD122) t, IM3* — K-f >*7x-^S* 
UT7J— KtiifsSfToTTJ- h'&ggSEU •£> U ii — 

t ft^-rfc»©ftj»e^*i)3EsijB«^'f ? x— * 

^iSitl-rsig£E#IS! (H1©1 2 3) fc, iw§3SSff§SH 

Htil3l3fS^E 1 131«* iifc * — KtlWfc Still" 5 i: t» 
fc. -b > ^A^c, 3513^7 'J ^ MciiiD-Ti> I D£g 
fl-rsaSfg?-® (Ell©12 4) i;£C5S;l Schist 



(4) t§B3iF 1 0- 1 8 7 8 2 6 



[0 0 13] *fc, **lWtt, ftifi*-K©ttffl*l»lt 
l-^i'^^AlciJVx-C, -b>^SIB (01 3©3) ^ 
*-F (HI13©2) ©ffiffl#lC*fLT 
-*-4*M»*B (H13©4) #J:0 t fwlB-fe>*4IBk:a 

«Riffit=!iE«tsfifc8i»©*-K«a)i«aaEB (01 3 

©1) Byga*-KSfe«lSiiSBttx 11583*1.88 

*Bi:©ae&fT-3 (0 
1©1 10) fc, K£©a(I£fT -?£«>©*> — M 
>^7x-x (EI1©1 4 0) fc, 53iS^g (01 ©1 
10 3 0) ffil8B-b>^§l[Bfc©a«Stf3fc«)©aiS« 
B (H1O150) i:. H5IB*-l*-f 
LT# — Kfc8B1*£ix-rn4 ID-^ffifflBHiasi:©*- 

T, K««*mffi*- K-T >*7x 

(IH 1 © 1 2 1 ) *— F© I DtfnulBEttSBicte 

20 ^Trs-rtztfxDummn^mt^umm^^ 7 x-*k 

331*1-5 I D«**S (H1C122) fc, huS3*-H 
-Y >^7i-^^bTA- FfcafafcffoT* — F£ 

^ii*— FTftiC ^£^r£to©ftJ^l^£j?oS3ffc-yaP 

>^7i-^tci^i±i1-5^IiE^IS (HI ©1 2 
3) Hu83afaJIB4^UT-b>^i:^ l J7 , ;u^-YA- 
T-iffifg Lt, -fe K:fiu83i3ta^BK:83«3fixfc*— K 

h{ci6inl-4 I D<&§fi-r5iifl^© (H1C124) 
30 fc&fiix, miR3-b>^^il(i. 8583*— KSHBlSfiiSB 
t©3fift^^^fc«)©iffifl^il (H6©6 5 0) i:, 13 
ttSEB (H16©6 3 0) »B3«*Bt8B«S*lTV^ 
SSrU<fl!fcti*:*— K©ffiffl®ffi* I DHIlC^#i 
SSfKiSV— h^-g (I6C62 1) fc, n?83i3tS^B 
t83(t$fi-CV->Sja^t:ffit»nfc*— h - ©ffifflMJgtc, 
S383*fJBIBiV— h#IST- V- h $*xfe, rr L < &t>titc 

© (E36©6 2 2) ffifflfflKA«j6j!in3F*vfcA— l*C 

©*- k© id?:, B^j|^8a^t^g^cl3^s^nT^ ^ ^i.v^ 

$> — zr=? t)x blZ&M-r&jrmtfilii^® (16®6 
2 3) ilul3ae«Bft^LTlS9E*-Ktt«l»ii« 

utnvTJWj AtcambT, Sui3*-K^«ii^ 

B * 5 * - K tS$S ^ am L T mJi383m^B t Ettr 4 i: 

fc I DftB5ffi*-.K«Wl»i&SSB»cjS«rsa«*a 
(S6©6 2 4) £*mXs «IE*-Hli, huI3*-H 

^^suSiA^iS t ©r t g©iifi & ^ o tztboyj y x.—x 

so (EI4©4 1 0) EfS^B (^4©4 3 0) IS 
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(5) 
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e 



*Kta«-r4*-K««a**a (i*]4©4 2 1) 

Mbi^A- F«*H£ituS3^ 7 x-;*£;ttLXi!u 
13*- H^m«ii^SA^Sff UT H5gBB3t.S^i1{cffi§ 
i&tf*- H««S«*a (EI4©4 2 2) fc, Bljge-O 
*7 -t— *£rt-bXnii§3A — KSaR«iiS!ESSi:iinfaS:fT 
-3tA- F©sgffiE£?T dsSsI^fS (HI 4©4 2 3) t& 

[0 0 14] ffiK*— K^ft&£ER©|g||££3 

te, A;b£ai,6ng^fliKlct,£:r3^x, A*$fiS*- 

1 i©i 1 0 2) fc, fsiRrs^ia-j-sfiusitja^a 
mi 101 1 0 1) fc, K^j«*nfca»rft*-K 

m m 1 1 © 1 1 0 7 , 1 108) ^ #jgeng*§{b#j£ 

*» 6 H«j «* *i fcBTOfc© 3 £ SuI3£f&£ #xfc £18 r XJgf 

(01 1©1 1 0 3) fc, Bi-bi^^^©ttJ*i:*— K© 
f513ai:frx tt&g (El 1 1 © 1 1 0 4 ) £ £ 

dtx., bUIBA — FOgSiE^Sau ^to^— *©»£&$ 
ftfcp**'; (110O1 0 0 2) b5I3*-K«S 
%*&&B©&4I- UfciLft r £huIB^ <Z >) <D7 V \s X k. 
bX^ -tntc^T/iS-rSHySBy^'J©^— ^iB^x*mi83 

[0 0 15] A — Kfc©iI{s£fT-5fc«>©*- 

F-f {Ml 2<D 1 2 0 2) fc x IS*- F-f 

— FID fcg"Jj£A2»;*ft-fcBl^|K: & £-5i^Xmii3*- 
KIDftB»^{b1"*^a (H12O1201) t&m 

Ug*5itlZ <fcoXf# &ntBf^£g)|3A— F-f 

[0 0 16] 

[flUB] Kttffll»±tt*HU (ait*-F 

<©ffiffl* 5 ^tc^iJiT- £ i> C i: £ gjg bXaMt£*xX ^ 
fc. b*>b&* s e>, ftJt*— FfflffifflSflfifttlftfflbJ: 

F*s^c# <fco£ 9, ^iEttfflatftitifcS-rsilSIIIItffi 

bt-rso t*>5^ ^us^y h • *— F©<t-5tc, i 

life*: 9©8l3lgfi#;*:£o->;*^A©il^tcHu f^ig* 

- F©teflJ##Sffi&ffiS£*fi{cBJ5AbXfT:*&< e> 

b&ttft(£&£>;&n;& s , 1 Hl&fc ►)©m?ISP.A s 'h?V^> 
J*^A (HJrt/<^^>lfeT«*«tif©7''J^>r F#— F->* 
^A^) ©ti^lcfci. A£ft— h'©ffiffl£tt££|&(ij-*- 



£@ffl-|-3©T* 1 ®©{£Jmc^§s£5SJ8©Slt2fcx-i& 
is*— F©{£ffiAM&LBX- Shtf, v^ofrttfta*- F© 

ffl^lfDSfcX-^S^-^A (f0J;tfcfc&— FX-£»«tBS© 
•p&v-^A) fcfc^Ttt. F 

©GEffl tc i 5 iS£©ffl& & ffiJjiT- § 5 £ X-$> 3 , t>*> 
io 3A,> K©tt/1!fctt3Sfc«iaiTSfeV*fc, /j/ft 

iiA- F©ffiffl£fl5^{iM'-X*i!,j&bX b£ bft& 

- F©?liSA s lii:A,i:--b*Dlc^ofefl#lc, F£§3& 

**iT^4aas©«ft^*< -rntt» *©*-Kttiin 

&5Wifal5]AvRE{8Jl?£;h.Xbi; -5***) bftfc^. b 
*>bfc* s >b, *©«t-5J!e»^K:a:, ttifi*-F©ttjgc 
«t 2.^I^A S 11«)T'J^$ v^©T-> t A t^T: » «e < T «> 
*— F • ^^7 i A©il's^©flm{iJ^i:^t•^i'5:^^^^^e 

20 ^jl*-F©^ffli:i^^iEfT^£5ll^fl<jt 
a iS b T b £ 5 - tt> iMi Wfc ttS^ b * fc c i: *> 
t» Uifcu#, *— F • i-^^Arail^WifiJ^^^il 
"TSi:, r; fIEfi(;fflP^±©fc«)©3^ Fj £jK^|41bT 
r fSii*- FOfieffltjLSJB^j ^^j■S:/J^$<^-S©T• 
r ^IEffi/gB«±©fcS!)©=J^ Fj t rftit*- 
F©fillffltc«t5iBifej t©^It£/Jx^ <-r^.§J&©f$» 
S. Kot, *!6n^(Ccfc-3T r^iEffifl!B0jt©fc«)©3 
^ Fj * J A*ilcgiMT-^.g ) ©-efen«, JgSr^ttt, -t 
<D X o bJia^ £ ft 3 x- 5 5 o 

30 [00 17] *IEBJ!ftt, ^r><5'S:fflV^ 

ji^Ett, *— F* s A*$^-5cri:{c-fe>^^Mi:ifi<s 
•T S © X- tt JEe < , A $ n Jt * — F © I D A« * — F ScflK 
#ii^g©SBt«^gtcl3m^tvXV>5? , 7 
S^^^^X^^SA>g*>&ISi'< > t,U ^•y^U^Ft 

S^lttii^gJi, *— F© I D^fflaffiJEjt:©*— f 

•»o A- FS^SiiSiet:*— F* s A^j^^?.c:tlcfToX 

*>at>u — jeiBfiwrttcfTox^M^b, *-f«« 

UtKDij— FfitSliSrjgdb&^X-, —SB©*— F© I D 
-^{SfflJSE^tt^ijIfsbX&ft^o f It, ■bViJ'^g 

tts a— vfmLM$<m.w.ipt 3 mmzix&-t>— f© i d-?> 

so filjffl^ftitA^^^Sr^b, kistoi&iJ—YiHftLt 



fttt", -€©&3g#-K©I D£, -fe >*3£gfliiJ© * 

— KBJRB&»Bi:SJfflfl?jKfflfiUT, RJilHlcDiffifl*^ 
BPS t- £ 75 y's h iz imto 7 t m b ^ 

iz&m-i-Zo z<d£oiz-§-h^ t>— F?vmm)ki£m.t 

■tr > * ggi: # U ^;u^ -i AT-jffifil" £ -frKAMM < £ 
©T-, ilffri* h«f§5U ^IEf$ffl©*iJ^t:S 

K© I D KM%ft&&Kffli<Z)7'7 y £ <j 10 

Tb£-5©£#, *— h'£ l@ffiffl-f5.Ti; £9* t> Sit 
£*xi>&8|}#'h£ <, 77 h©S£rl)$R3©RSI51 
A S H < Jtc It fiti, ftjg * - K {c <fc 5 JiS £ JR«T # 3 (5 

[0 0 18] tott., W±©<fc7& r-feV^&ffl^fc 

££ttT-&< K->*-^A£iE?i?£jSm-f 

irc«l*ji^McD77>v ^ M£08B$lc5gr£*i&c i >© 
T-, *—!*©{&»#*«, IES©*— Hi:*— KMS&B& 

* — HSr^fcA-Hio^AT-tt, SSfligK cfcS&jgte 
§^T-fe?.o *>*>3A„ ^©fiSSI^-h'tt, 77-^^'J 

* ha s Wr£*l5£T-ba», IE*a©7J-Ki:bT3®fflb 
&l^o bA>b&#&, K©fllii#(i, ^ 
<©ID^m^bT^^CDf^igA-h'£^jg1-2,Ci:{c ao 

CD I D&lj-VmsLt&%im<D7'^y? 'J ^ htgii£ 
ftTb£3i:, ^2&©IE«©;&-K#{£;l&<fcoTb 

%>^t. iEm<Di3-Y^mmi3-\'x-$)?>tm^.Tiz 

[0 0 19] tCf, #2gBST-l£, W±T-iP^fc l"-fe> w 
fc^IE{£fflB6ll:;S«j £{*ffl-f i>C£:T-, f&jg^-K© 

<£ffl£t&±j-f acttc-r a. mt*wmTzz\t\±, - 

JE-r*i:, lsaSi:^iEttffll»±Sb**|i5ATS&v^J: 

lgliE^ltT-4j*— K©^IE{£ffl£fii«/>TB 
tf£tCT-#£©T% ^m^fflP^jt^mco^^gSIE^i££ffl 



^^^F 1 0- 1 8 7 8 2 6 



Utopia A»£t?s> s. b*>b&* s e>, ^sswc^t 

tt, *-KSMa#ji^E©77-v^U^I-*sSSf^n2) 
£T-©&t>JWIigt:fctt5<£ii;fc- Koffi/B**, sSiElcj; 

* *» c, , fe it * - K ©{£ffl *s 7C § ^tti T- £ tia 

[0 0 2 0] # 

[ 0 0 2 1 ] B 1 3 HU **lH©ftJi*- KffifflR6lh-> 

cne>a*©*-K«sft*as!EBi4:*tt$fcttji{ 

5. **S, 2tt*— HS, 4I±*-F2©aiffl#k:^b 

[0 0 2 2] *W©»JS*— KffiffllW±5'^7 l AlciJ^ 
Tf±, &*— KffiMStSji^S 1 (Ci-ot*— K 2*>t,ai 
» bfc I D.-^fiEfflJBIEJ&if©*- KWffift^U 7fr*4 

H©ttfflJKffi©it»*WfflibTlfc3ffifl?i!6i:*Bftfttr*- 
K<5IDJ77'^ IDfcUttftiBbT&jb-KfflEflSlS 

ii^a i K«wi»a(6SBi© 

'fe^) , mm&ffit£z:i) i -a3LtLZ>o fit, *— H2© 

K©I Dt77,y^ h4"©I D i; ©tt^xtc «t 7 
lEte*— K&tfcttJ-rSfcJtfc:, It, *— K 2 h©3Sff 
t «t o T € © A - H * s IEm© t» © * S S £ ^S'J f ISliE 

t>tLZ>z£t,z£>). <&m%- J:i^iE3a:«fflfel»± 
til. 

[0 0 2 3] WT, *- KSUKB&SB 1 , *-H2« 

ivt >^^^ 3 ©m^jtcc^xif iifi-r a. 

[0 0 2 4] El Hi, K&EaB&£B©%2fe0!l©£ 

KttHBiiSEBH:, !H«i90j'7i-x (filTftt 
^ bT$iJWI^ I Fi:o?^) 1 1 Oh, "f-^vm^m. 

1 2 Oil, SBfSSSl 3 OL. 13-Y4 >Z7 3L— 7. 
(WTT-ttBSbT*— K I F tD^^i) 140t, iifl^ 
S 1 5 0 iiA^^EE^iiT^i.. 

[0025] mm 1 * 1 f 1 1 0 a, ^mmmm^aLU 

mUZti— K©ffi/Tl^tC^bT-9--h'7,$:^flt-^^^.gB 
^Itf-^illJIIl 2 0'i;©Ri]©iiB{i£fT-5fc«>© 
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mSST-ifc&o *- F I F 1 4 014, *- Fk^-^itfUI 
8B1 2 0i:(OM©ffl«fefT5«:»<SDIslB-efci. 8Btt 
8I13 0B, ^>**A -T^-b^ • U k'J-F • 
-^'J (WTT-ttROMfcBf-i:) icX^xmtii 

<**u ^-^jjyiasB 1 2 octB^-rs^— ^siBBu 
fct>, §BfBL&^-*£^— *j&assE i 2 otfltte-r 

So afilSB 1 5 0(4, -fe>*i:^-*jfl*gS!E 1 2 0 

[0 0 2 6] ^-*«yi«fil 2 0lt v^o^o-tr 
\y+Hc<fcoTfi§j5££n, ^»ROMfcfc*»ftfcfiM*t::ii£ io 

*k r-^ilgll 2 Otli, *-KIF1406^ 
UA- F£iB«S*iT05 I D^{£ffijffiffi&kr©t»ffi 
£Si«*BtoTI3ISSIfi 1 3 0fcgB»1-*kk*>fc:, j&g 

T-y--if^&«{fti-4««*e ) sejfflif8^ ifiios^ 
u x ews sns j; ?fm& a n$ & kr©ts ?K£ s-3 i ^ 

^tlfc^-^S:*- F I F 1 4 0£^LT*— F(C1§£ 
3£tr*- HtMRAffia^S 12 14:,*- F©I D#8B 20 
ttgBl 3 OfcBS«£ftTV>S^y* Mcffffi-T 

s*»s*»s»*lt, t>u ^ffi-rnii. * — F* s »ig 

1 1 0K2SUJ-J-4 I Dtt**«l 2 2 4:, *-KIFl 
4 0£^LT#— Ffcaftfefi^T*— FSESEU t» 
U *- K#88iE3*x«£**ofce>* *— F*H»®* — F 
T*5di:ft*-j-fc«)a)ftiJwe9ft»J»«*lF 1 1 0 

izm&-rz>mm^mi 2 3 k, aessiai 5 o&^ut 

■fe>*ka«LT. -tr>^tc^tbIBtt^gl 3 0k:l3« 
**i3fc*-H«**i3Sfi-rai:i:tit, -te>**e>:7^ 30 

^ FtciiiQ-a-s 1 d ut^7 * ^ mc 

ii*Df Sad*© 1 2 4 k ^ftROMCtJ&^cft 
[ 0 0 2 7 ] m 2 (4, 0 1 CD*- F§^«&*fi©8M£ 

2 0ttlt*&L&&, r-^«iiI12 0it £-f* * 
-FtiWRAifc^Bl 2 lfclioT, *-F I F 1 4 0 
Sr^LT* — FlCgBffi^iXT^S I D-$>flgffl«jg&£© ao 

m^m^m-oxm^m 1 3 oiciBtt-tskktic, 
»btit-tr^ft««r4«^frt>»j»e9iF 1 1.0 

S^UTfitje*ix*#4*3Ee4f©«ffl^tii:^i^T, * — 

F l 4 0*^LT*-F«c#*atr (2 0 1). &(c, 
ID»**81 2 2lc^oT, Mi»*-K©ID#iBtt 
SI 1 3 0(cJBia*iiTV^S77 »J;* FtcSqSI'S 
^S^Srf^UT (2 0 2) , S=SE -i'ixtt, ffrJffll 

£r^J® 2 0 6 tcf£ L, £*,&<h, !6i|»Sf-«2 0 4t so 



»t(2 0 3). 

[0 0 2 8 ] *J!M2 0 4T*lt ^-^JGflHSB 1 2 0 
(4, BIE^S 1 2 3£<fcoT. *- F I F 1 4 0£^L 
T*- FkafsSff oT*- FSKlE-TSo ^UT, & 

U *-FA s BIE3ft«£*»-ofce>, »iJtB&*jS2 0 6t 
#U d*fc<«, «DJIS»T1-4 (2 0 5) o flb*, 
^J!2 0 6tC&^T(4, T-d'JBlgBl 2 0tt, *- 

F — FT&SC i:S^1-fc»©SiJfH!fs9*ftiJffll 

fflflFl 1 0Mi£(±}LT, MS§:ifi^T1-So 

[0 0 2 9 ] M 3(4, El 1 <£>*- FttQt«i^KtiDltKf 
o *> -tr > * £ ©afsfc Ml" S £ HAW f S 7 d 

^-n-$)§o sit 35^ t, afiasai 5 o#-t?>** 

1 2 0Jc«j|SLfc&, t'— *»3SSB1 2 0t4, as? 
HI 2 4tc <fcoT, aftSSB 1 5 0£^UT*fe>*fca 
ftUT, i31S3SBl 3 0tc83t«£ftT^fc*— FtBWS 
OT (3 0 1), IBfiKSEKl 3 0(C§3tt£ 
*iTi^fc±E*-F«tRS*B5S-r4 (3 0 2) . 
-fe>**»&:7^s/«MJ;* F^iiJui-s I D$:SfIb (3 

0 3), w<Dgff UfcIDSBB««Bl 3 OtiBttSil 

T^577 ^^'JX Ftce»bT (3 0 4) , £!UI£f,| 

t-tso 

[0030] BMtt, j3-Y<D%mm<D^mf&*7jit 
a^^o^^iaT-fea- ^©hmsuscd*— f«, >r>^ 

7x-7 (ttTTMLT I FkBfA) 4 10k. 5 s - 
^^JiSg4 2 0k, 8B««B4 3 0 k*>6#»J«*iiT 

[0 0 3 1 ] IF4 1 Ott, F4:*-F»l»» 
iiSIBfct?)lffl<DaB*fT-5fc»<3!)iattT**. EBtS^g 
4 3 011 7>n'7^-fe^'^t'JkROMl:j:r3 
T«ja*il, ^-^S!ia^®4 2 OCDfctS^^S^— 
IBtSLtt). iBttUfc^— ^ & f-^i!!! ; lgl4 2 0£ 

[0 0 3 2] r-^lilgl4 2 014, v^fi7n^D-fe 

-oX. 3K*-FcDSIWftffa. "Tttto^, ^-^SQS 
8B4 2 0tli, IB«SB4 3 OtCiBlfi^ixTl^S I D 
■^ffiffl«JS«ci:a)«aS: I F 4 1 0*^Ut*- FBBR 
•&ISBlc»«-rs*- F««i36e*a4 2 1k, «r b 
FtBS* I F 4 1 0 $:/hLT*- FS^Sii^g 
*»e>8{BbTffittSSB4 3 0tc*»atr*-Ff*«5B 
*S4 2 2i:, IF 4 1 0ft^LT*-KBI««a*B 
kafl&fToT*- FOBBESfT-5BIE*S4 2 3 k 

(Wt:*5ltSBffiE*a4 2 3(4, Sl^iSa^ItUd: 
r-^JHgI4 2 0^ «lSH6*Oittt^8 t: 

[0 0 3 3] [H5t4. 12 4 CD*— F©B6f^&Blfl81"S 7 
d— FT-feSo latC^^T, IF4 lOi^Lt 
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# - f mm.m a& s *^ is« & -r « swa? 

*»SaiEB4 2 0fctJW&£ftfc6» 7 r -*»«ISB4 2 
0I4, *-H««j3H8^«4 2 HCi^T, l3tt£B4 
3 OtEttShT^S I D-*ffiffl«ffifcfcr©tlMB* I F 
.4 1 OfctfLTrt-HHWUB&fSBKiSfisU (5 0 
1) , &1C, *- K««S«*S4 2 2tioT, SfU 
1»*-H««*1F4 1 0*^bT*-KMORJSaSSR 
i)»6S«UTaB*«B4 3 OtC*§iitr (5 0 2) . * 
t, Bfi*a4 2 3tJ;oT, I F 4 1 0 ft?> bT7J- 
KBWH»a«!t4:a«S:fT-3TA- K ©BRIE (5 io 

03), J«wiftJ$T1-S. &i>, BBE^afc^^-Ctt* 
X-m b < jS^S* 1 , ^flfi 5 0 3 £*5l* SBffitt, *- F 
Sa&g&3&B£:fctt/&H2©#ie2 0 4 IciJttSSSIiEi: 
*fe6-T4*»©t, |Bjb^Hn:-l4&^. 
[0 0 3 4] m 6 14, -b >££B©£K0!f©£*:ffifiK& 
5Vr*M6:rDv*ia-Cfc.&. £©gffli0»©-fe>*£B 
(4, ^-^JflSSBe 2 0i:, §3ttSSB6 3 0i:, Mis 

[0 0 3 5] g3tt^ig6 3 014, 7>^A • T?-tr* • 

^^'j-^ROMictoT^^n, T-zmmmwe 2 ao 
ociii^-rs^-^srgetitbfet), 1311 bt^-* ft 5= 
-**ra«B6 2 ofctfcie-rs. iflwesoa, ^ 

[0 0 3 6] t*— *ayi3£B6 2 014, ?OD7Dt 
«^1tlC«toTfllfi£^n, ^&ROMlC#A>ft£fft<£tce£ 
■?t, Si3t-fe>*gSB©$OTftfT?. -rtttotu 5=—* 
*!UI^B6 2 0£14, §BtiIgB6 3 0 £§31S£ftT^ £ 
Sff b<ffifoftfc*— F©<!£JHJIIfE£ I DJlItM^A^S 
SfJBffiV— h*«6 2 1 4:, 83««B6 3 0CJ3«$n so 
T^SiS*£<&foiifc*— F©&ffljaiS£, SrU<(St) 

— y#g!6 2 2i:, ffifflJaEtfjiaDSftfca-Flco^ 
T * — F ©(SEfflJllS© «lf£ ft IMS b T , tftSdtjft *JB # 
jRH^S*»fttfctBU t UjFBAMfctBSixfcc,, 
-POID*, I31*»B6 3 OtBltSftT-^*^;** 

Htaak-r**ji*ai*s6 2 3 1, it 

«*EB6 5 0ft^UT*-KfflWl»a«B4:aeUT, 
*- F«5W«a«B*»&*- FWRfcSfSbTEttaSB 

6 3 0lc!3fg-f Sfcfcfcl;:, 7^-779*^ hC <o 
*r££Sflt$*ifeID (75y*ID) 6*--FiBWl» 
i&ISBfcigfl?- Sitting! 6 2 4 T'«)R0M1C« 

[0 0 3 7] H7tt, 06©-tr>^^SOi!)^©a*,m 
&b-F©t*tiJ£N1-«»f£&Ktt1-3 7 F 
T-$>5o StCiJ^T, 5*— £«UlgB6 2 Ott, £1*, 
SrJEJSV— F^8i6 2 1 icfc-^t, s3t£5ilB6 3 0£§3 
«J* flT V > 5 9r b < ffifon fe * - F ©{gfflJ^ig ft I D JR 
IrZHL^fr*.* (7 0 1). ftlc, rriaighlQMIScTjv — 
yfS6 2 2 tioT. §3Mf<SB6 3 0 icIBtS^ftTi^ so 
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2>i®££{£;bftfc;&- F©{§efflJSIgfc, m b < ffibiifc 
*-F©flfiJB«iSfciiAirr* (7 0 2). fttc, i^JBtft 
ffi*S!6 2 31C4-0-C, ®fflMISA 5 ^jn$nt7J- FT 
¥-JlH7 0 3<DiSMifit.1zVit>ixX^U^ti—Y^^ 

g*»ftttaiU (7 0 3) , fcL3''JBa i MMtl3fifc&, fii'J 
Wfc* IP 7 0 5 tcf£ b, 3 4> * < (4'$'Jtit|lft^)lH 7 0 6 1c 

&-t (704) . iiasffjfc*iB4:uTtt, 

1 D©#- F#S«lp]B#*iJ£J}'J*©«ffi (5'J^©73- F 
ffiftft&SB) TffiBffl * ixT ^ 4 hi > -a fc c k tf?, 

[0 0 3 8] **7 0 5T-I4, J*Ji©&tB£ftfe 

*— F©IDft, §3te£B6 3 OfcgBtilSflT^ST;* 
Z-zr^v*? D7 h(CS»U (7 0 5), $-OTft^flB7 
0 6C»t. **7 0 6T14, {SEfflM/gA s iiin3nfc-r 
^T©#- KlCO^T^W7 0 3 fimfiZtltzfrmfr* 

*>u <affl^ig* s iij!)a$*xfe-r^.T©*-H(c:o 
* «e < is, mm 703 t^-r. 

[0 0 3 9] 121814, H6<0-fe>*S5B©JW¥©5%* 
- H«S9l«aaSB4:©iai©iii«t:H-r6»^ftl!W8-r* 

2 014, *r, flIfS6 2 4tioT, 3tSfI^B6 5 
Oft^bT, 7b-b-^tttji^Bi:©iifIftBfljigU (8 
0 1), «C, *-F«sai»ii«R*»6«fb<«*3lxfc 
*-F<0*-K««ft3«b (8 0 2) , 

-77 5/^'J7 h rrfe^MJf ? fife I Dft* 

-KSWi»a»Btaseu (8 03) , -r^-co*-K 
l, -r^ro^-HSiwBaKBkossm^sifTSf^T? 

$>fU4, S^ilft^Tb, 3t>5Et<l4\ Sfbt^A-FteK 
•ii^Bft^KbT, $ijffllft8 0 lC^-T (8 0 4) . 
[0 0 4 0] Jfct, * - KKMUB-iiiSB*:*— Hi: ©IB 

[ 0 0 4 1 ] a 9 14, h 1 ©*— ymaMihS&wauat 

f91 2 3*JitfBI4©*— K©BSE*S!4 2 3fcfcO 

t ffl t ^ nx ^ isie^ ffi ft m.m -r s •> — ^ > ^ 5=-v - 
hr-feSo mic^^-c, *-r, *— FSifflsiBaiiBtfSL 

»r*£fi£UT (9 0 1), SLRrfeA-KitjJtat 
•5 (9 0 2) „ «ciJ, i!4C©A— KOIDk 

1-4. ^bT, *-Fil4, *-K«yMH&8B*»6a. 
SiirftSflb (9 0 2), agitrftglSlS. tCA^bT 
Jf^nsm^xftijci* (9 0 3) , xft*-KSWlBa 
^SlciSlf-T?, (9 0 4) . *-K«GBl»&8Btt, x 
ft§{Ib-c: (9 0 4) , SLftrftHftSi tA73bT?# 
e.nstB^i:xi:ftltKb (9 0 5) , t> b, HbltH 
14, afiffl*©*— FI4m*JI©;fc-h'T-fc£i:«£b, 

^ ti«e < i4, mmm^(D*>- Kiiiaa*— ft?** k*i 

-Fil4, HSlS. Cltft^f^r^t), *-FSm«ii 



0) 



1 0-1 87 8 2 6 



15 

=&Sl±. t^XODilz^Xs *-b'i©HS?&Si i#t 
[0 0 4 2] Ml 0t±, 14(0*- F©ESE^B4 2 3 

t±, *- Ytfi&ii&mztxzztizm^izxittKmz 

Si ©AttSfctTy <T-£5. El©HJf6f?iJT- 

tf-y bC&ftrSAaaHTF 1 0 0 1 fc^bTBSSfS. 1 
0 0 21CA^LT, m^ig? 1 0 0 3iC/ii±i£ft?> 8 tf 

ft, HSm S . © Affl* f v h 8K9h ta<DX , 
mm.S> 1 0 0 2 0:, ffi*>2 5 6>>W h© ( 1 >U hit 
8K»htt5) ROM ( lE^tii-fr^JfifrteROM) 
T?«SlTf*5. ROMAIC 2 5 6jU h©BS& 

S. ft«l#U 8Kv h©SLf&r£:r KU*fc UT, 
*xt*K!51-SROM©8 try h©tB*»£xi:-f £. 
[0 0 4 3] El 1 1 it, mi ©*- K ffift*&3$B£« 
lt*B«E*ai 2 3©«JS«IS^-J-«ffi^D.y^ia-efe 
4. Htft^T> tiTCHftl 1 0 2tt, A^iS^l 1 0 
6*>5,«|&lF*lSBg^©Kt:t, fc-3^T. A^*ss^l 1 

0 5*»S>A:fr;*;h,?>*— H ID (WTt'ttittS) £ 
^fUTDf^bSSfiUTx 2 5 6/W h©n§ 
^ (aa-T4«t-5fc:iE«CD*-HO»&H:, c©flg^f 
£* 5 *- HimHioTA-b' i©±g3ROM£* 

*a*n-r^4) -tu^* 1 1 o 3icwie-*-*. sl 

1 1 0 1 tt* 8Cyh ©§US< r UT, SL 

WLr%m±>i®?l 1 0 7ft^Ut*-h*fcase-r*fci: 
-tel/i^ 1 1 0 3t^fiiJSf5. -teU** 1 1 0 
3tt, gUSrfcte#lxT, aMISc 1 1 0 2©tB^1-S 
25 6/W h©-5*> l;W hfciUKbT, iStflSftfe^ 
-f bfttbttSl 1 0 4Mttij&-tSo Jtttggl 10 4©^ 
3— #©A*lctt, *— I* * fife x A* A**? 

1 1 0 8 *fl"bTtl«&£*VEH*. * LT, JttfcSll 
0 4li, -feU** 1 1 0 2(D\ht3t-xh*\b%Z\sX, It 
WSMk&milW* 1 1 0 9*»$>tHai-S.--fcb«81 1 0 

4*«-a*»aib*:»^ aa*-HHtiEao*-H» 

•S^fJJ^^n^o W±©«t^{CbT, *— FSSBlSii^ 
«K43tt4BBE#a 1 2 3 fe£JH1-*i«, *— KHMl* 
ji^Bt-r^T©*— K©ROM©fiS (MSlS. ©I*I 

[0 0 4 4] SI 2tt, *— KcoROMKMRSi (B 
10©1 0 0 2) &*£&&£«>©*— KC£$B©£ 

— K I D©#^ji^ixTU5*— h'* 5 , *-tW>*:7 
i-^ (ttTtli*- H I FtW-&) 1 2 0 2C£U& 
ZtlZt. A-HIF 1 2 02^UT, *-KI-D# 
tt»&£*vC\ tt*a*ixfc*— K I D5M**H» 1 2 
0 1 Ctfyg£ixs„ ng^Kgfe l20lli> EI 1 1 ©ng^ 
BIIS 1 1 0 2 i:^fflfi^Df ^^ST% A^fflff 1 2 0 3* 



16 

&«W&3*x4«Mt«K (Ell lOAfciSffl 10 61CAD 
£>&HH§«IK 2:4ft!) fcfcfc^T* *— HIDCBff^ 
<b£K&bT, »5»nfc2 5 6/W h©*^*** *-K 
IF 1 2 0 2^Lt« *-K©»Si (il 0©1 
0 0 2) fcfflfiELTV>5R0MK«§&*ft5. 
[0 0 4 5] &ft, &±(DnMmz]n^X&, *- K© 
H2&S ( (|x]l 0© 1 0 0 2) £ffibtbTU3R0Mi: 

£ l*9& £»#T' & £ 4j © T- ilfcJU i:'© «fc 5 & -t 'J £ 

moiffir&xmc^xitm^Zifr^tztK ng^n&ojft 
Bit^iSti, 3W6W3i:E«W«&n©-T?x ffi*©Bt9Wft 

&II?]Sa[ng*f;&j : [H>T i £j&v^U 7 - h* m y * • ->7 h 
by**£/Hi^T*>fi^. &ft, nf^|ig&&7-r — KM 

• v7 h US^^*©*]|IBtt!B**-l' I 
DhU U%*BX*7-< — Ytivt • is7 hU^^^©{±J 

20 ^k-rtittnv^. w±©^ite^Jtft^T(±> oi^- 

^SIK^^ftlWlC^EbTt)^^,, 
[0 0 4 6] W±©3IM?'J^ft^Ttt. fi&ffl^fl 

fc-r^-T©*- k©* — K«**-b>^«tttaseu-r 
v^fc* s , m5i^n2>fe^* s '>^v^^iwftv^-r(i, m 

Jl?**xfc-ffl©* - K©*- H««S»*2£ei-6iii: 

tg-CS.Sc *— K I DO/Mx^attiifftSft 

e.nfctt&t**©t:ov^«^ *- K«*ftj8»t- 

o:tT-fe5. -A©^M#* S > ^a©ID=&^Jfflb 
T, ^ii*-K&SjibT^5ll^tJ±, ^©^ffi-C- 

[0 0 4 7] 

[«W©ja»] 35 1 ©»*tts 3fflfl=i^ h A»/J\S < »tr 
tV^CfcT-feS. ■fe>**fflv^5«£*©^ 
iEffifflR6Jt•>^•7 1 A^cft^^T(±^ f 
-^T©*- K© I D tffifflfflM^ "J 7)V# -i AT-i^fs 
40 b, *©*— H* J iE*S©t»©*>i:aA 1 ©*ISfi**-fe> 

tts -t:>*£lit©-7** — ^^'V^'J^ h©^b&&* 
- KBI^ji^g* 5 ^ LT ft 5 , /5»^MH:J: 
S»S*- H©»ttltlHbT, •fe>^^Bi: , J7';i/^^ 

tv -su©*-K©iDi:fiiffl«ffiei*ftase-r6ci: 

[00 4 8]f,2©Mlt b* $ 'J^ <tatr 

so Hc«tS dig*— K©^tt55:ai^1--5fc«)fc*-K©iS 
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SE £ A L T £ !K ISIE^^ttfSffi t» ©T? » tr fc 

l±, I C# — K£ffl<^fcrt — H^^^Afz LA»MfflT'# 
ft^„ L*»U«e*»e>, flSjCD^j— h'^fAi: 

K&{&bfc< 8 tT h- ©v4 £ d 7a -b ylt 
LA>Jgm2ft/tl>&^#l 1 fl|©g{iIli& I KT-*i, iS io 

^IE{SfflP;3±£ASA J $g}$T-§S©T-, I Cti — K©3 

^ntv>s©T% 3* h©p^si«i!i^fc-Mrt-£?>o 

[0 0 4 9] & 3 CD^jliHi, *j*fc*wiTS4i:i*3;: 

hT-fes. etica^ti^c, mini^©** 

U 7^^fA T- jfifl-r 3 i£>S *» M V> £ X' & -S . 20 
[0 05 0] MS 4 ©#;£!&, f&il*- K©&£Bgg;fr#iS 

?»T-$>So ^l©i^^Si:LT(i, ftjg*— KofiM! 

fc«*IHIfcfci;TffiV*#tt3£fc##;ie,ti4 D *>U ft 

ii A — K©{£/8#©1--vr * 5 &*i> £ ftfellf (Stcj^K) *i 
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